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Research on enhancing the security of IoT terminals
based on non-IP and SCEF technology
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Abstract: Android intelligent terminal system was studied, and Android security reinforcing scheme of intelligent
terminal based on certificate chain authentication mechanism was put forward. The security problems that Android
system showed were analyzed, and the advantage of the Android security reinforcing scheme was compared with
Android system. The certificate chain authentication mechanism played a critical role as protecting the core of the
terminals against some intrusion attacks in the security phases.
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1 PDN connection: C-plane; IP type = IP; APN = “PGW PDN” (EBI) UE-eNode B-MME-SGW-PGW-SCS/AS

2 PDN connection: C-plane; IP type = non-IP; APN = “PGW PDN” (EBI) UE-eNode B-MME-SGW-PGW-SCS/AS

3 PDN connection: C-plane; IP type = non-1P; APN = “SCEF PDN” (EBI) UE-eNode B-MME-SCEF-SCS/AS

4 PDN connection: U-plane; IP type = IP; APN = “PGW PDN” (EBI) UE-eNode B-SGW-PGW-SCS/AS

5 PDN connection: U-plane; IP type = non—IP; APN = “PGW PDN” (EBI) UE-eNode B-SGW-PGW-SCS/AS

6 attach without PDN connection: SMS only(no EBI) UE-eNode B-MME-SMS-GMSC/IWMSC/SMS § i1 7%
7 legacy EPS S1-U PDN connection: IP; (EBI) UE-eNode B-SGW-PGW-SCS/AS
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